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DETAILED ACTION 

Priority 

Receipt is acknowledged of papers submitted under 35 U.S.C. 1 19(a)-(d), which 
papers have been placed of record in the file. 

Information Disclosure Statement 

The information disclosure statement submitted on 01-29-2004 has been 
considered by the Examiner and made of record in the application file. 

Specification 

The disclosure is objected to because of the following informalities: 
In the Abstract, line 2, delete the duplicate text "a judgment step of. On line 6, 
change "coincides with the condition" to -coincides with a condition-. On line 7, 
change "whitch defines association between a condition" to -which defines association 
between the condition-. Make corresponding changes in paragraph 0008 also. 
Appropriate correction is required. 

Claim Objections 
Claims 1, 4, and 7 are objected to because of the following informalities: 
In claim 1, the statement "coincides with the condition" in the judgment step lacks 
antecedent. The examiner has interpreted it to read - coincides with a condition --. 
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Also, the statement "whitch defines association between a condition cocerning" in the 
judgment step has been interpreted to mean - which defines association between the 
condition concerning Claims 4 and 7 also contain similar informalities. 
Appropriate correction is required. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 1-9 are rejected under 35 U.S.C. 102(e) as being anticipated by Shaffer 
et al. (U.S. Patent Publication # 7,107,334 B1). 



Consider claim 1, Shaffer et al. clearly show and disclose a method for testing a 
network system by controlling, by a data controller in a network device, communication 
data transferred between an external device connected to the network device via a 
network and a plurality of virtual machines in the network device (Fig. 1 that shows a 
network system comprising client machine 102, networks 104 and 108, server 110, and 
network device (router) 106 logically connected to test device 112 and capable of 
replicating and redirecting data packets to test device 1 12; Flowchart in Fig. 2 that 
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discloses how the router receives data packets, identifies the packets of interest to 
replicate, and transmits the original packets to server 110 and the replicated packets to 
test device 112; column 5, lines 10-16, 30-34, and 49-66; column 6, lines 4-7 and 13-15 
that describe the same details), comprising: 

a reception step of receiving the communication data (Fig.1 showing data being 
received from client 102 to server 1 10 via router 106 and vice versa; Fig. 2, block 206 
showing packets of data being received; column 5, lines 12-16 which disclose the flow 
of data packets among client 102, router 106, and server 110); 
a judgment step of judging whether the received communication data coincides with a 
condition by referring to a test access control list which defines association between the 
condition concerning an attribute of the communication data and an action serving as a 
process of permitting or rejecting communication of the communication data (Fig. 2, 
block 208 showing a judgment step of identifying data packets of interest; block 210 
showing replication of the packets of interest (i.e. test packets), so that they may be 
redirected to the test device 112 acting as a virtual test machine, while the network is 
operating with data being communicated between client 102 and server 110; column 5, 
lines 52-64 which disclose different means for identifying test packets for replication, 
including source and destination IP addresses in the packet header; thereby providing 
means equivalent to a test access control list); and 

an execution step of executing, when it is judged in the judgment step that the 
communication data coincides with the condition, the process serving as the action in 
the test access control list (Fig. 2, blocks 212 and 214 that show how the original 
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packets are directed between the client 102, router 106, and server 110, whereas the 
replicated packets are transmitted to the test device 112). 

Consider claim 2, and as applied to claim 1 above, Shaffer et al. disclose a 
method for testing a network system wherein the condition concerning the attribute of 
the communication data includes address information for identifying the location on the 
network of the external device or the network device serving as a transmitter or a 
receiver of the communication data (column 5, lines 55-64 which disclose that the 
source and destination IP addresses in the packet header may be used to identify the 
location on the network of the external device), and 

the judgment step includes judgment of whether address information included in the 
received communication data coincides with the condition concerning the attribute of the 
communication data (column 5, lines 52-55 which describe the judgment step of 
identifying whether the packet is to be directed to the server 1 10 (or client 102) or test 
device 112). 

Consider claim 3, and as applied to claim 1 above, Shaffer et al. disclose a 
method for testing a network system further comprising an addition step of adding, to 
the received communication data, a necessary attribute forjudging whether the 
communication data coincides with the condition in the judgment step (Fig. 2, block 214 
which shows that the replicated packets are addressed to the test device 112 along 
second routing path; column 5, lines 55-61 and column 6, lines 13-15 that describe the 
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same process, thereby disclosing that a new IP address (of test device 112) is being 
added to the replicated packets, so that the packets can be transmitted to the test 
device 112 based on the newly added IP address to their headers). 

Consider claim 4, Shaffer et al. clearly show and disclose a computer-readable 
medium encoded with a network-system testing program for causing a computer to 
operate as a network device controlling communication data transferred between 
external devices interconnected via a network, the program causing the computer to 
perform a process (Claim 20; column 9, lines 18-29 that disclose a machine readable 
medium with program instructions to perform the functions related to the disclosed 
invention; Fig. 1 that shows a network system comprising client machine 102, networks 
104 and 108, server 110, and network device (router) 106 logically connected to test 
device 1 12 and capable of replicating and redirecting data packets to test device 112; 
Flowchart in Fig. 2 that discloses how the router receives data packets, identifies the 
packets of interest to replicate, and transmits the original packets to server 110 and the 
replicated packets to test device 112; column 5, lines 10-16, 30-34, and 49-66; column 
6, lines 4-7 and 13-15 that describe the same details) comprising: 
a reception step of receiving communication data transmitted from one of the external 
devices or communication data transmitted from a virtual machine in the network device 
(Fig.1 showing data being received from client 102 to server 1 10 via router 106 and vice 
versa; Fig. 2, block 206 showing packets of data being received; column 5, lines 12-16 
which disclose the flow of data packets among client 102, router 106, and server 110); 
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a judgment step of judging whether the received communication data coincides with a 
condition by referring to a test access control list which defines association between the 
condition concerning an attribute of the communication data and an action serving as a 
process of permitting or rejecting communication of the communication data (Fig. 2, 
block 208 showing a judgment step of identifying data packets of interest; block 210 
showing replication of the packets of interest (i.e.. test packets), so that they may be 
redirected to the test device 112 acting as a virtual test machine, while the network is 
operating with data being communicated between client 102 and server 110; column 5, 
lines 52-64 which disclose different means for identifying test packets for replication, 
including source and destination IP addresses in the packet header; thereby providing 
means equivalent to a test access control list); and 

an execution step of executing, when it is judged in the judgment step that the 
communication data coincides with the condition, the process serving as the action in 
the test access control list (Fig. 2, blocks 212 and 214 that show how the original 
packets are directed between the client 102, router 106, and server 1 10, whereas the 
replicated packets are transmitted to the test device 112). 

Consider claim 5, and as applied to claim 4 above, Shaffer et al. disclose a 
computer-readable medium encoded with a network-system testing program wherein 
the condition concerning the attribute of the communication data includes address 
information for identifying the location on the network of the external device or the 
network device serving as a transmitter or a receiver of the communication data 
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(column 5, lines 55-64 which disclose that the source and destination IP addresses in 
the packet header may be used to identify the location on the network of the external 
device), and 

wherein the judgment step includes judgment of whether address information included 
in the received communication data coincides with the condition of the attribute of the 
communication data (column 5, lines 52-55 which describe the judgment step of 
identifying whether the packet is to be directed to the server 1 1 0 (or client 102) or test 
device 112). 

Consider claim 6, and as applied to claim 4 above, Shaffer et al. disclose a 
computer-readable medium encoded with a network-system testing program further 
comprising: an attribute adding step of adding, to the received communication data, a 
necessary attribute forjudging whether the communication data coincides with the 
condition in the judgment step (Fig. 2, block 214 which shows that the replicated 
packets are addressed to the test device 112 along second routing path; column 5, lines 
55-61 and column 6, lines 13-15 that describe the same process, thereby disclosing that 
a new IP address (of test device 1 12) is being added to the replicated packets, so that 
the packets can be transmitted to the test device 112 based on the newly added IP 
address to their headers). 

Consider claim 7, Shaffer et al. clearly show and disclose a network-system 
testing apparatus for controlling communication data transferred between external 
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devices interconnected via a network (Fig. 1 that shows an apparatus for testing a 
network system comprising client machine 102, networks 104 and 108, server 110, and 
network device (router) 106 logically connected to test device 1 12 and capable of 
replicating and redirecting data packets to test device 112; Flowchart in Fig. 2 that 
discloses how the router receives data packets, identifies the packets of interest to 
replicate, and transmits the original packets to server 110 and the replicated packets to 
test device 112; column 5, lines 10-16, 30-34, and 49-66; column 6, lines 4-7 and 13-15 
that describe the same details), comprising: 

reception means for receiving communication data transmitted from one of the external 
devices or communication data transmitted from a virtual machine in the network device 
(Fig.1 showing data being received from client 102 to server 1 10 via router 106 and vice 
versa; Fig. 2, block 206 showing packets of data being received; column 5, lines 12-16 
which disclose the flow of data packets among client 102, router 106, and server 110, 
thereby providing the reception means); 

a test access control list which defines association between a condition concerning an 
attribute of the communication data and an action serving as a process of permitting or 
rejecting communication of the communication data when the communication data 
coincides with the condition; judgment means forjudging, by referring to the test access 
control list, whether the received communication data coincides with the condition (Fig. 
2, block 208 showing a judgment step of identifying data packets of interest; block 210 
showing replication of the packets of interest (i.e. test packets), so that they may be 
redirected to the test device 112 acting as a virtual test machine, while the network is 
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operating with data being communicated between client 102 and server 110; column 5, 
lines 52-64 which disclose different means for identifying test packets for replication, 
including source and destination IP addresses in the packet header; thereby providing 
means equivalent to a test access control list); 

and execution means for executing the action in the test access control list when it is 
judged by the judgment means that the communication data coincides with the condition 
(Fig. 2, blocks 212 and 214 that show how the original packets are directed between the 
client 102, router 106, and server 110, whereas the replicated packets are transmitted 
to the test device 112, thereby disclosing the means for executing the invented 
processes). 

Consider claim 8, and as applied to claim 7 above, Shaffer et al. disclose a 
network-system testing apparatus wherein the condition concerning the attribute(s) of 
the communication data includes address information for identifying the location on the 
network of the external device or the network device serving as a transmitter or a 
receiver of the communication data (column 5, lines 55-64 which disclose that the 
source and destination IP addresses in the packet header may be used to identify the 
location on the network of the external device), and 

the judgment means judges whether address information included in the received 
communication data coincides with the condition concerning the attribute(s) of the 
communication data (column 5, lines 52-55 which describe the judgment step of 
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identifying whether the packet is to be directed to the server 1 10 (or client 102) or test 
device 112). 

Consider claim 9, and as applied to claim 7 above, Shaffer et al. disclose a 
network-system testing apparatus further comprising attribute adding means for adding, 
to the received communication data, a necessary attribute forjudging, by the judgment 
means, whether the communication data coincides with the condition (Fig. 2, block 214 
which shows that the replicated packets are addressed to the test device 1 12 along 
second routing path; column 5, lines 55-61 and column 6, lines 13-15 that describe the 
same process, thereby disclosing that a new IP address (of test device 1 12) is being 
added to the replicated packets, so that the packets can be transmitted to the test 
device 112 based on the newly added IP address to their headers). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: 

US Patent Publication: 6,704,883 B1, inventor: Zhang et al., Assignee: Cisco 

Any response to this Office Action should be faxed to (571 ) 273-8300 or mailed 

to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 
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Hand-delivered responses should be brought to 

Customer Service Window 
Randolph Building 
401 Dulany Street 
Alexandria, VA 22314 

Any inquiry concerning this communication or earlier communications from the 
Examiner should be directed to Kishin G. Belani whose telephone number is (571) 270- 
1768. The Examiner can normally be reached on Monday-Thursday from 6:30 am to 
5:00 pm. 

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner's 
supervisor, Rafael Perez Gutierrez can be reached on (571) 270-1767 or (571) 272- 
7915. The fax phone number for the organization where this application or proceeding is 
assigned is (571) 273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free) or 703-305-3028. 
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Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist/customer service whose telephone 
number is (571) 272-2600. 

Kishin G. Belani 
K.G.B./kgb 

March 15, 2007 
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